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mang, khai thac 16hemg bao m~t tren
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CQNG HOA XX HQI can NGHiA VI¥T NAM
~Qc I~p- Tv do - Hanh phuc

Sa ou« ngay I~himg 01 ndm 2022.

Kinh giri:

- Truong Cong an quan; Truong phong GD va £>T;

- Thu tnrong cac dan vi S\l nghiep, hiep quan tren dia ban quen;
- Hieu tnrong cac tnrong Mfun non, TiSu hoc, THCS.

Thirc hien chi dao cua UBND Thanh ph6 tai van ban s6 89IUBND-NC ngay
1110112022va Thong bao s6 380/TB-BCA-A05 ngay 31112/2021 cua BQ Cong an
(co ban chup gUi kem) v~ ngan chan hoat dQngt~n cong mang, khai thac 16 hAng bao
m?t Apache Log4j va Apache HTTP tren cac website, phan mem su dung may chu
Web Server Apache. Uy ban nhan dan quan yeu cAu:

1. £>~nghi Thu tnrong cac co quan, dan vi va Hieu tnrong cac tnrong MAm
non, TiSu hQc, THCS can cll' nQi dung chi d~o cua UBND Thanh ph6 va thong bao
eua BQCong an, triSn khai ra soat cac website, cac phAnm~m su dt,mgrna ngu6n rna
nhu: PHP, Python, Perl. .. va may chu Webserver Apache ~i dan vi minh, chu

dQng lien h~ vai dan vi cung c~p dich Vl,l website, dich Vl,l may chu dS kh~c phl,lccac
16 hAng bao m?t da dugc BQ Cong an canh bao. N8u co kho khan, vuOng mic kip
thai lien h~ v6i co quan an ninh m~g thuQc Cong an Thanh ph6, Sa Thong tin va
Truy~n thong dS xem xet, giai quy8t.

2. Giao Cong an qu?n chu tri, ph6i hQ'Pv6i Phong Van hoa va Thong tin bam

sat chi d~o cua Cong an Thanh ph6, Sa Thong tin va Truy~n thong hUOng dan cac
co quan, dan vi va cac truOng MAmnon, TiSu hQc,THCS th\lc hi~n nQidung tren.

UBND qu?n yeu cAuThu truang cac co quan, dan vi nghiem ruc thl,l'chi~n.~

Nui nh(in:
- Nhu tren;
- UBND Thanh ph6;
- Die Le H6ng San - PCT TT VBND Thanh ph6;
- Cong an Thanh ph6;
- TT Qu~n tiy, TT HDND qu~n;
- Die Chti tieh, cae die PCT VBND qu~n;
- VPVB: CVP, T6 CV T6ng hqp, CV CNTT;
- Luu VT.

T~ Nam Chi~n
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Kinh giri:
- Cac Sa, ban, nganh Thanh ph6;
- UBND cac quan, huyen, thi xii.

Thirc hien Thong bao s6 380ITB-BCA-A05 ngay 31/12/2021 cua B(>
Cong an v~ viec "ngan ch~n heat d¢ng tAn cong mang, khai thac 16 hang bao
m~t tren Apache Log4j va Apache HTTP" (him chup kern theo), UBND Thanh
ph6 chi dao nhu sau:

- Yeu cAu cac So', ban, nganh Thanh ph6, VBND cac quan, huen, thi xii
can cir n¢i dung Thong bao neu tren cua Be) Cong an, tri~n khai thuc hi~n ~i
dan vi minh, chu d()ng lien h~ V01 Cong an Thanh ph6, Sa Thong tin va Truyen
thong d~ duoc huong d§n trien khai thuc hien (truong hap co kho khan, vuang
mac). .

- Giao Cong an Thanh ph6 chu tri ph6i hgp v6i SO'Thong tin va Truy~n
thong thea chirc nang, nhi~m V\l dUQ'cgiao, hu6ng din cac dan vi tri8n khai th\lc
hi~n tren dja ban thanh ph6, tbng hgp, bao cao cAp co thdm quy~n thea quy
djnh.l.

Nui nh{ill:
- Nhll tren;
- BQ Cong an;
- ThllCmgtn,rcThanh uy;
- Chil tjch UBND Thanh ph6;
- PCT TTUBND TP U H6ng Scm;
- VPUB: CVP, PCVP V.T.Anh, NC(Trung»TTTH&CB;
- LUll: VT. (so: 161) 2l.
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BQCONGAN CQNG BOA ~ HQI CBU NGBIA VI¥T NAM
f}Qc'Iip,- T., do - H,nh pbuc

:Ha N9i, ngayd'i t!:zgng Al.nqm 2Q21...S6: _;'lOITB-BCA-A05
, '

THONGBAO
,"__ ' :YLl·:.~gan.chin hoat dQng tin c()ng;maug, khai thac l~ bang baQ mit

~:::!~:!i.GJ}}}!~gtuANOl tren Apache Log4j:va Apache HTTP
~ ( S(\: .'.fIJ.JI.'1II...".'l.'.... 1
~D~N JtrI 'i )IJ NghjO~·~Utr:cOtrtac bao dam an ninh h~ thBng mang thong tin quac gia, BQ Cong

IChUJ'iD: ••an.phat·~n·hl~t dQng tAn cong mang, khai thac 18 h6ng bao m~t nham vao cac
Luu bo s('Ei'ay.~hu;s1t.duhgApache Log4j va Apache HTfP tai Vi~t Nam; nguy co 1e;" mat
: ...---- thong tin bi mat, nhay cam, thong tin ca1nhdn'cua nguoi dan Vi~t Nam. BQCong

an thong bao v8 cac 16 hAng bao rn~t cu thS nhu sau: '

1.L~ hang bao mit tren Apa~he L~g4j
Tir gifra thang 12/2021, cac chuyen gia cong b8 phat hien 03 16hAngbao m~t '

t6n tai trong Apache Log4jl phien banitir 2.0 d~n2.16, gam: Log4Shell (CVE-
2021-44278), CVE-2021-45046 va C\':E-2021-45105 cho phep tin t~c thuc thi
cau lenh,dieu khi~n nr xa, chiem quyen qUlm trj, tAncong tir ch8i dich V\lmay chu
web. Tr?ng do, 16 h6ng Log4Shell co jmuc do nghiem trQn~ cao nhdt, d~c bi~t
nguy hiern do vi~c khai thac don gian ra da bi cong khai rna khai thac; nguy co '
3.nh hUOng tm hang tri~u trang web, hW;lgtram san phAro cua cac hang cong ngh~
tren th~ gi6'i2 va Vi~t Nam. M~c du, cal quan truyan thong, bao ,chi trong nu6'c da:'
thong tin, cimh bao fong riii nhung nhleu co quan, t6 chuc t~i Vi~t Nam vfu1chua'
th\l'c hi~n 'ra soat, kh~c ph\lc cac 16h6n~ bao rn~t.

: I '
Qua theo dei, BQ Cong an phat hi~n hang nghin sg .ki~ncanh bao ho~t dQng

tAn cong in~ng, khai thac 18 h6ng Log4Shell nhb vao cac ca quan, tA chuc ~i:
Vi~t Nam. Ra smlt so bQ, BQCong an ~ac din,h it nMt hang trAI:ndia chi tr~g web'
thuQ~ q~ ly cua"43 co qqan nha nu6c, ngan hang 4li Vi~t Nam c6 ngily co bi
imh huemg bOi 1&hang Log4Shell (gUi kern rieng thea timg aan vi,co lien quan).
D?c bi~t Q.guyhi~m, cac nhom tin tijc tnioc ngoai da ti~nhanh "vii khi hoa" cong
C\l khai iliac 18 hAng Log4Shell, tich hgp cac dong rna dQc co tinh nang do ,tham,
rna hoa dfi li~u; phat tan qua thu dieq tli lira'dao, thiet bi lUll trfr ngoaj (USB, A
d'la XEtch ~;, j dL"xam. nh~p, lU~li1soat~ ~r dongdanh c~p thong tin, tai li~u trong

\,.__ h~ th~ng ~~g; rna h6a dfr li~u de tqng ti8n; pha huy co so dii' li~u, 9Ua..CaCco "
quan, t3 chuc. , .I

2. LA hang bao mit ireD Apac~e HTTP
Ngay 20/12/2021, hang bao m~t ~ophos c~ bao'02]6 hAng bao m~tnghiem

trQng (CVE-20il-44224, CVE-202144790) ton t~i, tren Apache HITP Servef3

ITIm vi~nh3,trq vi~c ghi nMt ky ho~t d~ng ella may eM web sit d\1llgng6n ngl1'Java
2 Bao g6m: Microfoeus, F5, Forescout, Fortinet, Amazon, Apple iCloud, Cisco, HPE, NVIDIA, Cloudflare,
ElasticSearch, Imperva, NetApp, Ne04j, Nutanix, Oracle,Red Hat, Steam, Tesla, Twitter ...
3 Apache HTTP Server lAphAnm~m djch V1,1 may chu web ph6 bien dlJqc sU'd\lllg tr8n 31% s6 IlJqng trang web
trSn toAn the gi6"i
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phien ban ill2.4.51 tr6 xuong, cho phep tin$:chiem quyen quan tr] tilxa may chu,
ki8m soat, drum clip thong tin, dilli~u ho~c thuc hi~n tAn cOng tlr chdi dich \!1).

Qua theo doi, BQ Cong an eh~~.ghi nh'~hoat dQ~g tAn cong, khai thac 02 16
hAng tren vao cac trang web thuec quan ly cua cooquan nha mrcc. Tuy nhien,
nhieu kha nang rna khai thac se som duoc cac d6i nrong tin t~, tQi pham mang
chia se, rao ban d~ thuc hien tAn cong mang; nguy co anh huong tbi hang tram
nghin may chu web cua cac co quan, tAchirc tai Vi~t Nam.

3. Tit tlnh hinh tren, d8 tang cuong bao d'ain an ninh mang, an toan thong tin,
BQCong an d8 nghi cac bQ, ban, nganh, dia phuong, t~p doan, tAng cong ty thuQc
quan ly Clla nha nu6c; cac ngan hang; cac don vi cung e§.p dich V\l Internet t~
Vi~tNam:

(J)'Chl d~o don ~ichuyen tnich tA ehue ra soc1tkh~e ph\lc 16 hang bao m~t
t6n t\\i trong h~ thBng m~g theo, khuySn cao cua'hfutg pIlat tri8n, Dba san xuAt
Wham khao'-hiiOiig-daii kern thea);' -- -,-,-_.... -, - -- "- .., - - -, ..,

(2) ThiSt l~p, c~p nh~t d§.u hi~u phat hi~n, ngan ch~ ho~t dQng tk cong,
khai thac 16 hAng bao m~t, xam nh~p trw phep h~ thBng m~g tren h~ th<3nggiam
sat, mong hia, thiSt bi phong, chBng tdn cong m~g (co danh stich ilinh kern).

,

Thong bio cho Cl)C An ninh m~g va phong, chang tQi ph~ sir d\IDgeong
ngh~ cao - BQ Cong an, dja chi: 207 Khudt Duy riin, Nhan Chfnh, ThanhXuan,
Hil N9i klii phat hi~n d~u hi~u ra quet, khai thae 16hemg bao m~t tir dja chi IP Vi~t
Nam vao h~th6ng thong tin ella co quan, t6 chuc trong nuac d8lqp thai d§.utranh,
xu 1y thea quy dinh eua phap lu~t.

B{> Song an xin thong bao.l. p-
Ndi nh(ln:
- Die BQwang To Lam I ~ . ).
C ' d~ hiTh' - (debaocao,- ac ong c u truong

- Van phong TW Dang
- Van phOngTbng Bi tim
- Van phOngChli tich nu6e
- Van pbong Qube hQi
- Van phong Chinb phU
- Cac bQ, 00quail ngang hQ,
C(J quan thuQcChinh phil
- Tinh uy, Thanh uy, UBND
cac tinh, T~ t:r\rethuQcTW
- Toa an nMn dan tBi cao
- Vi~n ki~m sat nban dan tBi cao
- Ki€m toan nhd nu6c
- Cac W-Pd~an, tang cong ty:
EVN, PVN, VNA, VATM, ACV
- Cac ngan hang: BIDV, Agribank,
Vietinbank, Vietcombank
- Cae dan vi CUDgcAp djch V\l Intenet I ~ _
- Cong an cac demvi, dla phuong (de th\!'chl~n);
- Ltru: VT, A05(P8).

TUQ. BQ TRUONG
eveTRUONG evc ANNINH ~G
YAP ~ GCONGNGm:CAO

~.'
(dS ph6i hqp);



\ PHVLVCl
,WONG DAN RA SOAT KHAC:PHVCL6 H6NG BAo M~T
..:(Kerntheo Thong bao sJ380IiB~BCA~A05~'ngay3111212021)

-I.LA hang bio mit treD Apache L9g4j
, -

!',Ra soot, xdc dinh nguy co
• I' ." \

- Tra ciru, doi chieu cac san pham, phan mem dang sir dung ~i don vi VO;
danh'sach cac phAnmem co nguy co tan tai 10 hAng bao m~t 4t~du~g 4fut: ' ..

, ,

https:llgjthub. comicisagovllog4j-afJected-dblblobldevelopISOFTWARE-liST.md
- DBi voi cac phfut mem dich vu do co quan t\l xay ~\II1g,phat triSn, thuc

hien tai: xueng cac cong cu ra quet 15 hBng bao m~t Log4j tai duong dfuI:
https:llgithub.comiCERTCC;ICVE-2021-44228_scanner. Sau do, ti8n hanh khoi
chay cau l~nhkiem tra tren may chu theo h~ di8u hanh wong ling:
. - - - +-D5r 'V01'may chu 'Windows, -sir a\ii1g P-owerSheIl-ch~ycau l~ilh:- . - - --.-

- ,

.\checkjndi.psl [Quang ddn tbi thulmuc chua thu vi?n log4j]
+DBi voi may chu Linux, sir dung :terminal chay cau l~nh:

- ~ I
bash ./checkjndi.sh [Quimg dan t6f thu m¥c chua thu vi?n log4j]
+Ho~c, su d\IDgcong C\l duQ'cvi~t;bAngPython tren ca 2 h~diSu hanh e6 cai

d~tPyth~n 3 vOi cau l~nh: , i

python checkjndi.py [Quang ddn t9'i thu m¥c chua thu vi~n log4j]
2. Khdc ph{lc lahang bao m{it
- each ly v~t ly ho~c logic may c~u (Ing d\lflg t6n t~i 16hang bao m~t.

: I

- C~p nh~t th~ vi~n Apache Log4jrtren may chu dich V\llen phlen ban 2.17.1
tra len t~idUOng dan: https://logging.apache.orgllog4jI2.xldownload.html,

- TruOng hqp chua th\le hi~n duQ'cvi~c nang cjp sban va:
(1) :C~llhinh trong NM ergs gia tri: "-Dlog4j2.[ormatMsgNoLookups=true";

, ,
(2) Call hinh tuemg hia cac ~p lu~t phat hl~n tan cong thong -qua wOng lira

t'mg d\lllg web (tham khao https:llsupportj5.-com/csp/articlelK19026212); h~
ch8 t3i da cac c3ng kat nBi m~g khortg cAnthi~t.

(3) Tang cUOng giam sat, kiSm spat an ninh m\U1g.

ll. L~hang bao mit iren Apa~he HTTP
Tian himh c~p nh~t phien ban Apache HTIP Server 2.4.52 tren may chu dich _

V\l theo huang dfut cua nh6m phat triS.p. t~i dUOngddn:
https :lldownloads. apache.org/httpd/Anouncement2. 4.html
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PHVLVC2
cA~ DAu ~u ~ DIET, CANH BAo'(lOCs)

."(Kern-theo1h6ng bJo'slJtJ(jiTB~BCA~A05,ngay"31Ii2/202J)

STT roes emcan
1 apacheorg.xyz Apache Log4j CnC .

2 flaZLuy Mirai Botnet "

. -

3 300gsyn.it BillGates, Elknot Botnet
I

4 1cf9bOS71decff5303ee9fe3c98bb 1f1 Hash:MDS

5 194db367fbb403a78d6~818c3168a3Ss Hash:MD5

6'" '18cc6oe29a7bC435a316d9c292c45cc6 -. Hash' !\IDS.. . . . .. . .

7 1780d9aaf4c048ad99fa93b60777e3f9 Hash:MD5

8 163e03b99c8cb2c7-l319a737932e9551 Hash !\ID5
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